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Add New Users and Set Permissions

The CRDC data submission tool can add new users to the online tool and grant specific personnel permissions
to view or edit data.

The Permissions by Module table, shown on the right, has been updated.

e The Header row with column labels is now a freeze pane allowing users to scroll through the list of
schools while viewing the modules.

Click on LEA Form Permissions or School Form Permissions to manage this user's access to the system. Update Permissions

LEA Form Permissions

School Form Permissions

Select schools and modules to grant this user permission to the School Form for specific schools and modules. The default permissions for each school are
set to No Permissions. You can change the permissions for specific schools to Read Access, Write Access, or Admin (ability to enter data AND manage user
permissions)

To give this user access to a module for all schools, click on the box above that module.

Click on the column titles or module acronyms to view the list of questions within them.

To save changes you must click on Update Permissions.

Show Acronyms

General Permission
Levels
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Figure 1. School Form Permissions screen example

Below are the steps to add new users and manage permissions.

Step 1: Log into the CRDC System

Access the CRDC survey on the data submission tool at http://surveys.nces.ed.gov/crdc. Enter user email and
password and click the green Log In button as shown in Figure 2.
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=" Civil Rights Data Collection

Harving issus lopging in?

crdcuser@ordc com

Forgot your password?

Welcome to the CRDC Data Entry Tool

Welcome to the CRDC Data Entry Tool. Use this fool to enter and revise data for any
tables you have permission fo edil. Tables you do not have permission to edd will
appear grayed-out and you will not be able 1o enter or change data. Email your CRDC
coordinator if there is a problem with your permissions

Password

] Login

What is the Purpose of this Survey?

The purpose of the LS. Department of Education (ED) Civil Rights Data Collection
(CROC) is o obtain dala related 1o the nation's public school districts and elementary
and secondary schools’ cbligation to provide equal educational opportunity. To fulfill
this goal, the CROC collects a variely of information, including student enroliment and
programs and services data thal are disaggregated by race/ethnicity, sex

‘Wha is Conducting this Survey?

The ED Office for Civil Rights (OCR) is conducting this survey. The CRDC is a
mandalory data collection, authonzed under the statutes and reg:

english leamers, and disability. The CRDC is a longstanding and important aspect of
ED's Office for Civil Rights overall strategy for administenng and enforcing the civil
rights statutes for which it is responsible. This information is also used by other ED
offices as well as policymakers and researchers outside of ED.

Tithe V1 of the Civil Rights Act of 19564, Title IX of the Education Amendments of 1972,
Saction 504 of the Rehabilitation Act of 1973, and under the Department of Education
Organization Act (20 US.C. § 3413) The regulations implementing these provisions
can be found at 34 GFR 100.6(b); 34 CFR 106.71; and 34 CFR 104.61

Where will your Information be Reported?

Information reported on this survey becomes available to the public in @ privacy
protectad format. You can see how the previous CRDC data were reported to the
public by going to hifp:/ocrdata.ed gov,

Figure 2. Log-In Screen

Step 2: Access the ADMIN page

Next to the silhouette icon with the username is the link to the ADMIN section of the site, shown in Figure 3.
Click on the link to navigate to the ADMIN page.

©CRDC

Civil Rights Data Collection

2.
crdcuser@onds com

Home Certification Resources Reports Admin

Figure 3. CRDC Menu

Step 3: Select Add New Users

On the ADMIN home page, click on Add New Users, as shown in Figure 4.

Admin

User Management

If you need to add additional CRDC online data entry and file upload users, you
agister their name and email address using the Add New Users feature.
Add New i has been registered, you can manage their user permissions
Users

y You do not have to wait for them to confirm their registration before

)ermissions
Use Manage User Permissions o designale user permissions o registered users.
User parmissions include the ability to enter and edit data for schools, LEAs and
specific data modules.

Register Users

Add New Users

Manage User Permissions

LEA Administrators

System Management
The following are tasks that can be accomplished by PSC Staff and administrators.

Schools and LEAs

Edit LEA Centacts

Manage Schools

Figure 4. Admin Homepage

Step 4: Enter Username and Email Information

After clicking “Add New User”, a box will

appear asking to enter the first and last name of the user and their

email address. Next, click Confirm Registration, as shown in Figure 5. The text in red explains the email
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verification process and the importance of informing new users that they will be receiving confirmation
emails. After clicking Confirm Registration, a new box will open stating that a new user was created, as shown
in Figure 6.

Home >> Admin Home User Registralion

Register New User

Enter

Information
First Name

When you select Confirm Registration. an emall will b sent from the CROC system 10 the new user to request
that they verify their email to gain access to the CROC system. Pleass make sure the new user is expecting the
amall,

Note: You do not have to wait for the user (o verify their email prior to setting their permissions.

Conmmn Registiaion | Canced
Click Confirm

Registration

Figure 5. Register New User

A new user has been created. Please note that you must designate

user permissions.

Figure 6. Confirmation that a new user was created

Important Tip
The user will not be able to access the system before following the email link to verify their address and

completing the registration process by setting a password. However, the administrator does not need to wait
for the new user to verify their email before setting the new user’s permissions.

Step 5: Select User Role

Under the Manage User Permissions section of the Admin Page, there are selections for the user roles in the
CRDC system, including:

e LEA Administrators: Local education agency (LEA) Administrators can add new users, enter and review
data for schools and the LEA, and access reports. Every LEA Admin always has full Read, Write, and
Admin permissions for their LEA and all schools within it.

e LEA Staff: LEA Staff can have specific permissions for certain schools and/or content-specific modules
of CRDC questions. LEA Staff cannot add new users to the system. LEA Staff need Read/Write
permissions to be assigned.

e School Administrators: School Administrators can add new users within a specific school and enter
and review data for a specific school only. School Administrators automatically have full Read/Write
permissions for their assigned school.
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e School Staff: School Staff can enter and review data for a specific school but cannot add new users to
the system. School Staff need Read/Write permissions to be assigned.

Select the role assignment for the new user by clicking one of the options under the blue Manage User
Permission header. See Figure 7.

Admin
User Management System Management
If you need to add additional CRDC online data entry and file upload users, you The following are tasks that can be accomplished by PSC Siaff and administrators.
must first register their name and email address using the Add New Users lealure.
Once a user has been registered, you can manage their user permissions Schools and LEAS
immediately. You do not have to wait for them lo confirm their registration belore
assIgNing permissions Edit LEA Contacts

Register Users Manage Scheols

Add New Users

Use Manage User Permissions to designate user permissions Lo registered users.
User permissions include the ability to enter and edil data for schools, LEAs and
specific data modules

Manage User Permissions

LEA Administrators

LEA Staff Select User
4,_..----‘ Role

School Staff

Figure 7. ADMIN Home Page — User Management
Step 6: Add User to the Selected Role

After selecting the user role, click the green + Add User button to add a new user to an LEA’s survey. Figure 8
shows where the button appears on the LEA Staff permissions page. The green button appears in a similar
location for each of the user role pages.

( RD ( Home Certification Resouices Reports Admin

Civil Rights Data Collection

LEA Staff Permissions for School District ABC Add User

This page allows you lo manage ussr permissions for the LEA Form and School Form modules wathin this LEA. Modules are groups of tables about + Add Usar
the same topic area. For example, tables about math and science courzes and classos are grouped in the Courses & Classes(COUR) module. Each

module has a d-letter module acrenym that is used to number tables within modules. For example, the first table in the Courses & Classes module is

labeled COUR-1

Permissions includa the akility 1o read, and edit data for schools, LEAs, and speeific form medules. Read Accass allows users to only read tables and
data Write access allows users to enter and edit data

To manage a user's permissions click on their name below. To add staff (o this LEA click on Add User,

Figure 8. Add User to LEA Staff
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Step 7: Enter the New User’s Email Address

After clicking the + Add User button in Step 6, a pop-up box will appear to identify which new user to add to
the selected role. Please enter the email address for the new user; the system will start searching for an
existing user’s email address when a user begins typing, as shown in Figure 9. Select the correct email address
from the drop-down menu.

5 Reports Adniin

Add user to this group

crdc@sanametrix.com

LEA Staff Permissions fo| crdc@ed.gov

crdc@district.state.us

This page allows you [0 manage User permissions Pe of tabies about
the same topic area. For exarmple, labkes about m) LIR) module. Each

moduie has a d-keter module acronym ial Is use Classes module I

labeled COUR-1.

Permissions include the ability to read, and =dit da nly read tables and

data Wriie access allows users i enter and edit AT
Thare are No USErs WO Nave access to this LEA. Chick ATd USEr 1o aca LEA stafl

Figure 9. Add Users by Typing Email Address

Step 8: Click Add User

After selecting an email address, click Add User to add the specific user role.

Add user to this group

LEA Staff Permissions fol| > "**'

Name: Abby2 Potts

This page alows you 10 manage user Email: abigail.a.potts@gmail.com n::“m
the same topic area. For example. tables about module. Each
module has a 4-letter module acronym that is. (Classes module s
S [ e [ oo

Permissions include the abiity 1o read, and ednt rrunuuun
data \Write access aliows usars to enter and edit

There are no users who have access to this LEA. Click Add User 1o add LEA staff

Figure 10. Click Add User Button

Important Tip

The next series of steps varies depending on the user role. The following is an example of adding a new
user to the role of “LEA Staff.” Steps 9-10 below give instructions on how to set permissions specifically

for that role. LEA staff permissions are the most complex because of the multitude of options.
Scroll down to see additional steps for assigning “LEA Admin”, “School Admin”, or “School Staff”
permissions.
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Step 9 (LEA Staff): Set Permissions for a New User

After adding a new user to the LEA Staff role, the new user will now show up in the list of those with LEA Staff
Permissions. From this page the administrator can manage permissions for the modules within both the LEA
and School forms or remove or disable access for that user. Set permissions for the user by clicking the plus (+)
sign next to the username and email address.

( RD( Homa Cenification Rugounes Flapots Admin

Civill Rights Data Collection

LEA Staff Permissions for School District ABC

This page allows. you bo manage wwer permissicns for the LEA Form and Schoal Form medules mitan this LEA Modules ase groups of Lables about m
the same lopic aea For example, tables about math and science courses and classes ane grouped in the Courses & Classes(COUR) module. Each
ol his @ £-keiter module acromym that is used fo number tables within modules. For exampie. the first table in the Coures & Classes module is

labeled COUR-1

CIICI’( the Parmissions include the ability o read. and edit data for schools, LEMs. and spacific form modules. Read Access allows users 1o only read tables and
cata Write access allows users 10 enter and it data

PEUS Slgn Tio manage a user’s permissions cick on ther name beiow, To add staff 1o this LEA click on Add Usar

\‘ +OCR CRDC

crdc@sanametrix.com

Figure 11. Access Options for Setting Permissions

Step 10 (LEA Staff): Add Access to the LEA or School Form by Module

Expanding the options allows a user to grant permissions by LEA or school and by topic-area module. Within
the LEA form, the administrator may give this user read access (the ability to view data already submitted) to
all LEA modules and write access (the ability to enter new data to questions and tables) to either all, or only
selected, LEA modules. Figure 12 shows how to add access on the LEA form by checking all or some topic-area
modules to grant “write” access.

/ = crdc@sanametrix.com OCR CRDC

Click on LEA Fosm Permissions or School Form Permissions o menage this user's access 1o the sysiem.
Expand or
LEA Faimm Pefm SsonG

Hlde o Salest Uhe RSN 00 RS 02 BANIGN M utds By Shelang om the ¢ heskbe neat b1 Step 2: Clicl{
Optians = ou can speafy which modubes you sant this user (o be abile 1o et by ciking on them n the Wrile Access secion g :
+ By granting ties accacs 1 ono o mor medules you wil sutomateally give Foad asess 1o ol modudos Update Permissions
& Chek on 1he name of modiies ho ses the (aBies they contan
= To save changes you must chick on Updats Permissions.

LEA Modules Read Access LEA Mod les Vinite Access

* Al LEA Mbdulot

Step 1: Check modules to
add “write” access for

users.

Figure 12. Setting LEA Form Permissions

Individual permissions can also be set for schools in a LEA. Figure 13 show options for adding permissions by
topic-area module. When the administrator selects School Form Permissions, the process is more complicated,
not only because there are a greater number of modules in the School Form, but because there are multiple
schools within most LEAs.
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Check header rows to add permissions by module across all schools.

= Example: Check ATHL (or Athletics) to add access to athletics questions for all schools.
-
Click on LEA Form or School Form o m; g th m!ﬁlllﬂmlm. ]-}p: ChECk header rOWS to
e add permissions by module
P across all schools. Example:
+ Select sChoois and modules k0 grant 1his user panmission i the Schodl Form lor spedific schoots and m Che(:k ﬂTHL or Athletics tO
set 10 Mo Permissions. You ¢an change fie permissions 100 Specrc sChoots 10 Read ACoess. YWile Acce| "
permasions) add access to athletics
+ Toghe Nis uSer 2CCess 10 2 Module Tor all SChoals, Click on The box ADove that Moduie.
s Ao e questions for all schools.
SO ALFOPTNE
-n-p: Click / i RS ———
o|lgojolo|lejlog|pjpjo|jlOof/|o (Ol |O|O|O|O(0 0|0
here tD Senacl Name Rass Weke Admin DIND SCHR PACH ENRL PENR COUR APIR EXAM STAF SECR RETH ATHL (HSC ARRS OFFN HIBS RETR JUST INET
show all
el 1 o a [m] I (8 R [ i [m] 1fd [ 1D ]
acronyms prrese i
Firenouse
] ] 0Ol 0 1| 0O 1 |0 | T [ [m] 1 O [ 1 20
O RERI0I0
Imaging
g olololo olo|lpo|loc|lole sa|lo|lclolololo oo oo
012
Lucky
™| pjg|o|o|o|le|lo|o|lo|c|lD|o|w|D|o|o|o|D|o|o|0|oO

Figure 13. Setting School Form Permissions by Adding Access to Modules

Figure 14 shows how checking write next to Day Dreamer Academy will add access across all school-level data

for that school.

School Form Permissions

permissions)

To give this user access 10 a module for all schools, click on the bax above that module.
Click on the column titles or module acronyms to view the list of questions within them
To save changes you must click on Update Permissions.

Show Acronyms

General Permission

Levels Grant "Write” Permissions

0 O |

Tip: Click “write” by the school
name to add access.

School Name Read Write Admin

Day Dreamer
Academy a O (] O B _ (] o O (| (] O Qa
019393900001

Firehousa

Elementary
019999901010

| | J () (] o L () J J [ o | ] J o

Select schools and modules to grant this user permission to the School Form for specific schools and modules. The default permissions for each school are
set to No Permissions. You can change the permissions for specific schools to Read Access, Write Access, or Admin (ability to enter data AND manage user

Figure 14. Setting School Form Permissions by Adding Access to Schools.

Access can be customized by checking or unchecking any box on the grid. Figure 15 shows that the user is now

given permission to upload course data for Firehouse Elementary.
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School Form Permissions

Select schools and modules to grant this user permission to the School Form for specific schools and modules. The default permissions for each school are
set to No Permissions. You can change the permissions for specific schools to Read Access, Write Access, or Admin (ability to enter data AND manage user
permissions)

To give this user access to a module for all schools, click on the box above that module

Click on the column titles or module acronyms to view the list of questions within them

» To save changes you must click on Update Permis

s Add acess to specific
General Pemission modules in certain schools
Levels
STo 5 oo o a bYchecking or unchecking boxes. I=T=1575

School Name Read Write Admin DIND SCHR PSCH L PENR COUR  APIB M STAF SECR RETN ATHL DISC ARRS OFFN HIBS RSTR JUST INET

Day Dreamer
Academy a 0 a O O O
019999500001

Firehouse

019928901010

Figure 15. Setting Customized Access across Schools and Modules

https://crdc.communities.ed.gov/resources/crdc-submission-system-user-guide .

Q Have more questions about setting custom access? See the CRDC user guide at

Last Step: Click Update Permissions

The last step in setting customized access is to update the permissions by clicking the “Update Permissions”
button shown in Figure 16.

= crdc@sanametrix.com OCR CRDC @ Disabls access

Click on LEA Form Permissions o School Form Permissions to manage this user's access 1o the system. Ubdale Permissions

Last Step: Click
Update Permissions

Figure 16. Click Update Permissions

The following outlines the process for setting permissions for “LEA Admin”, “School Admin”, or
“School Staff’ after step 8 has been conducted.

Step 9 (LEA Admin): Enable LEA Admin Permissions

The only options are to add or remove users from the list of LEA Admins for a particular LEA. There is no need
to define specific permissions, as every LEA Admin always has full Read, Write, and Admin permissions for
their LEA and all schools within it. Figure 17 shows how a new LEA Admin will appear once the user is added to
the group.
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LEA Admins

The page allows you to view LEAAGmins for particular LEAS. Select the LEA you'd like 10 view below

vy Indiana
LEA: Concord Community Schaols
+ Add User
Name Email
CRDC Tester crdctester2020@gmail.com

Back

Figure 17. Click the Checkbox Next to the Username

Step 9 (School Admin): Enable Permissions for School Admin

Managing user permissions for School Administrators requires that the specific school(s) be chosen for the
administrator to access. See the example in Figure 18 in which a school choice is required to assign School
Admin permissions. Note: Users can be added as School Administrators for multiple schools.

School Admin ||
Select a State: Alabama ~
Select an LEA: 0199999 'Rainbow County v
Selecta Schook: Select a School v

Select a School

The School Admin function allowd 019993901010, Firehouse Elementary
o

019999901212:Im;
Viow e em o 019999907770, Lu

019999903456:Secor

in permission can add new users for their school, as well as

hance Altemative

Back

Figure 18. Select a School

Once a school is selected, users can be added with the +Add User button as shown in Figure 19. No further
steps are required since School Administrators are given full Write Access for their allocated school(s).

School Admin ||

Select a State: Alabama -
Select an LEA: 0199999.Rainbow County »
Select a School: 019999900001:Day Dreamer Academy >

The School Admin function allows you to assign administrative permissions for a school or schools. Staff with School Admin permission can add new users for their school, as well as
view and edit ata

Schoel Admin users can add new users for their school, as well as view and edit data. I you want to add a user who Is not listed, select Add User to register a new user for this school.

a Name Email

CRDC Test crdc@aemcorp.com

Back

Figure 19. Add School Admin Users
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Step 9 (School Staff): Add Access for School Staff

Managing user permissions for School Staff is simpler than for LEA Staff. For School Staff, permissions only
need to be defined for one school. Note: Users can be added as School Staff for multiple schools.

First, select the school to grant Read/Write access for a new user, as shown in Figure 20.

School Permissions ||

Select a State: Indiana
Select an LEA: 1802400:Concord Community Schools.
Select a School: Select a School v

Select a School

180240000269.Concord Community High School
. 180240000270:Concord East Side Elementary Sch
School permissions allows you 19 - 1g0240002484:Concord Intermediate School
18024000027 1:Concord Junior High Schaol
180240000272:Concord Ox-Bow Elementary School Back
18024000027 3:Concord South Side Elementary Sch
18024000027 4:Concord West Side Elem School

Figure 20. Select a School

Once a school is selected, users can be added, giving them Read Access. This means the school staff can see
the school form(s) but cannot modify the data. To update permissions and give Write Access for school
form(s), click the School Module Permissions button next to the new user’s account, as shown in Figure 21.

School Permissions ||

Select a State: Indlana
Selact an LEA: 1802400:Concord Community Schools
Select a School: 180240000269 Concord Community High School ~

Schoal permissions allows you to set permissions for school Staff to enter and edit dala for a specific school,

« The defaull permission for all registered School S1alf is Mo Access. You must sel permissians for all users before they will be able to access the tool.

= Select a user below to set their CRDC system permissions for the School Form. You will be able 1o give them write access to specific topic modules (e.g. Athletics) or all modules,
« If youwant to add a user who Is not listed. select Add User to register a new user to this user group.

o Name Email

o Sthool Statt schoolstatt@erac com
[u] School Staft2 2schoolstaff@crde com
[u] School Statts 3schoolstaff@erde com

Back

Figure 21. Add Users and Click “School Module Permissions”

Next, select the modules for which the user should have data entry (Write) permissions, then select Update
Permissions to make any changes effective, as shown in Figure 22. Selecting the top check box selects all
modules for the School Form.
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Figure 22. Click “Update Permissions”

Removing Permissions

If a user needs to be removed from having access as an LEA Admin/School Admin/School Staff, go to the
corresponding Permissions pages described in previous sections. To remove a user, click the checkbox listed
on the permissions page, then click Remove User(s) as shown in Figure 23.

Upxiele Prnrinsiors

P

T T2 BT B PLIB LG e TN Bt

My iaema

Last Step: Click
Update Permissions

LT

(R
o
M

LT

Step 1. Click
checkbox for users.

Home >> ASMIn Homé

LEA Admins

The page allows you 10 view LEA Admins for paicular LEAS. Seiect the LEA you'o ke 10 view below

State: Alabama

LEA: Al Inst Deaf And Blind

Step 2. Click ‘Remove
Users(s)’ button to remove
permissions.

u] Name
s Test First Name Test Last Name
=) T RR i R
0 R R RN
n] |amnuns 48 wuses

Email

CROCESanamelrix com

sERAEEEY o HAEEERRS BHE

WA RRNH DU ENAR A

BRI

Figure 23. Removing User Permissions

Contact the Partner Support Center
(855) 255-6901 | PSC Contact Us
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